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Open = Transparent

Level of transparency depends on
the system being built

Government becoming less
opaque: Sunlight Foundation,
open data policies, etc...




What We’ve Got
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Sun Tzu:

to know your
enemy




Good Technology

becomes a




Why should Gov care!?

Agility
e Rapid assimilation and creation of new capabilities
e Capabilities tailored to needs
Transition
e Architectures more open / easier to understand & built to

e Larger industrial base supporting capabilities
Cost

e Leverage external open source technology investments
e Leverage Department investments in technologies
e Lower procurement and O&M life cycle costs (perhaps)
Joint Development (inside DoD & Industry)
e What technologies can you beg, borrow or steal: Save funds
for new development

Foster collaboration across DoD communities on
technology acquisition and development




Open Source Geospatial Tools
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www.Ballforge.net: MASINT Open Source Software
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Delta-3D (www.delta3d.org) OSS Gaming & Sim. Engine
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BRL-CAD (http://bricad.org/) Army Solid Modeling OSS

BRL-CAD /.12.4 Released

WO Bed Dy soan on Sun. Q6227208 - 1S

'm happy 1o announce the avalabilty of BRLCAD 7.12.4, This relecse
contans numerous enhancements 10 MGED's mirror commaond., now
with Ihe obdly 10 mirror an cbject OCross arbiirary vecions o ponks
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Can't one Company
MIT Industry

Tom Sawyer effect:
Get others to do the work for you
Government needs to use Industry to
itself




‘Everything becomes Legacy’

Goal: Transition from
Legacy needs to be close to zero




NSA shows the way to develop secure systems

Posied on 06 Oolober 2008

The development of highly secure, low
defect software will be dramatically
helped by the release of the Tokeneer
research project to the open source
community by the US Nasonal
Security Agency (NSA)

The Tokeneer project was
commissoned by the NSA from Praxis
High Integrity Systems as a
demonstrator of high-assurance
software engineering. Developed using Praxis’ Correctness by
Canstruction (CbyC) methodology it uses the SPARK Ada
anguage and AdaCore’'s GNAT Pro environment. The project has
damonstrated how 10 meet or exceed Evaluation Assurance Level
EAL) 5 in the Common Criteria thus demonstrating a p
lowards the higheast levels of security assurance

The unprecedented release of the project nto the open Source
community aims 1o demonstrate how highly secure soffware can
bé daveloped cost-affactively, improving industrial practice and
providing a staning point for teaching and academic resaarch.
Onginally showcased in a conference paper in 2008, it has the
ong-term aim of improving the development practices of NSA's
contraciors. Tokeneer was crealed as a fixed-price project, 1aking
just 260 person days to create naarly 10,000 linas of
high-assurance coce, achieving lower cevelopment costs than
tradtional methods per ine of «
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The DoD
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DISCOVERY

http://lwww.acq.osd.mil/jctd/articles/OTDRoadmapFinal.pdf https://www.softwaretechnews.com/




LargeData JCTD

LD JCTD Using:

* Wide range of OSS applications, teols and
operating systems
» 0SS wikis, configuration management, bug
tracking, database
» Geospatial, distributed collaboration tools
(ossimPlanet, OpeniB, MPisyer, Lustre, SOUSA,
Trac)

OTD Progress:

* RampantlLion data (4.4TB) architecture for
Humanitarian Assistance/Disaster Relief
cperations for Afghan NGOs

* OpenSSL FIPS cerntification for encryption - real
cost savings by Defense Medical Logistics
Command, DOE and DISA

* DACS SoftwareTech Issue on Open Source

* USAF OTD Tiger Team Study to change the way
AF acquires systems

* DoD Education/Outreach: JCTD course, OTD
conferences, www.OpenTechDev.org

Road Ahead:
* Policy - OSD, Navy (DON-CIO), USAF, USA

* OTD & Transition (Book 2)
* New JCTD starts

OTD Participants: OSD-AS&C, OSD-NI,
USAF(AQ), NSA, Army (tbd
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OTD Opportunity:
* Agility & Flexibity
» Faster devalopment
» Faster depioymeant: impact dunng fight
» Better transition
* Decrease Melihcod for vendor lock-in
* Potenbally lower costs
* Grealer interoperability
* Knowledge caplure around software code
* Communitas around capablites




Transnational Information Sharing &

Cooperation (TISC) JCTD

TISC is a cooperative endeavor to restructure information

management capabilities within the “need to share” context of

humanitarian assistance and disaster relief operations

Open Source Software Tools

Drupal - content management system
Asterisk -~ PBX and telepbony platfiorm
tjabberg - jabber server

Simile - visualzation framework
Moogie - learning management sysiem
Zembra - email server software

Apache — websarver

MySQL - database

Linux — operating system

Pound - connecltion manager
OpenlLDAP - idap software

Apache SOLR -~ enterprise search engine
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Predictions

® Government entitlements
® Budget are coming
® Spending will be

® Adoption of OSS seems to be low
hanging fruit

® Government will take a more
role in OSS

¢ Policies coming out...




Open Technology
Development

John Scott
OTD Team Lead
johnmscott@mindspring.com

jscott@mc.com
240.401.6574

http://opentechdev.org




